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Crescent Detroleum

Job Announcement

Position Title IT/Network Engineer

Direct Supervisor Information Technology Manager

Department Information Technology

Job Location Khormor — Qader Karam

Job Reference: NE/IT/Feb /20

Job Summary and Scope of Responsibilities

MAJOR FUNCTIONS

Installs, configures, and supports Microsoft physical, Virtual servers, local area network (LAN), wide area
network (WAN) and Internet. Oversees the daily performance of computers, servers and network gears

Sets up equipment for employee use. Ensures proper installation of cables, operating systems, or appropriate
software. Monitors network and communication systems in Khormor to ensure network availability to all system
users/IP phones and performs necessary maintenance to support network availability. Installs and performs
minor repairs to hardware, software, or peripheral equipment, following design or installation specifications.
Refers major hardware or software problems or defective products to vendors or technicians for service. Assists
in network modelling, analysis, planning, and coordination between network and data communications
hardware and software. Responsible for IT security, firewall, network operation continuity, VPN, load balancer
and user access right. Reviews technical manuals, confers with users, conducts computer diagnostics to
investigate and resolve problems. Reports to the IT Manager.

Primary Duties and Responsibilities

ESSENCIAL FUNCTIONS

Network Infrastructure Administration

1. Manages all Networking, server and communication systems at Khormor.

2. Installs, configures, administers and troubleshoots computers hardware, networks, internally developed
applications and other general supported software.

3. Plans, coordinates, and implements network security measures to protect data, software and hardware.

4. Analyses network data to determine network usage, disk space availability or server function.

5. Monitors network performance to determine whether adjustments need to be made, and to determine
where changes will need to be made in the future.

6. Implements and provides technical support for voice services of IP Phones and private branch exchange.

. Performs servers’ data backups and disaster recovery operations.

8. Diagnoses, troubleshoots and resolves hardware, software or other network and system problems and
replace defective components when necessary.

9. Maintains and updates an inventory of all monitors, keyboards, hard drives, modems, printers, scanners, and
other peripheral equipment.

10. Aids in the development of business continuity and disaster recovery plans, maintain current knowledge of
plan executables, and respond to crises in accordance with business continuity and disaster recovery plans.
11. Takes care of the communication devices, Internet access with FOC/VSAT to make sure the smooth &

continuous operation of Business at KM as usual.
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Crescent Petroleum

Reporting and Communication

12. Reports to the IT Manager on all issues relating to IT network administration within Khormor.

13. Exhibits and maintains excellent working relationships with all Company staff.

Continuous Improvement of Position

14. Researches new technologies by attending seminars, reading technical articles, or taking classes and
recommend changes to improve systems and network configurations, and determine hardware or software
requirements related to such changes.

Decision—-making Authority

Delegated to take appropriate decision on IT matters in the absence of IT Manager

Working and Other Reporting Relationships

IT Manager
Director of Business Services

Frequent/daily
Occasional when required

Supervisory Responsibility

Minimum Educational, Technical Qualifications/Certifications Required

- Bachelor of Engineering in IT/Computer science discipline
- Microsoft/Cisco certification is desirable

Minimum Professional Experience Required

4 to 5 years’ experience with sound knowledge on MS servers, and Networking equipment

Special Requirements and Conditions

English and Kurdish fluently, Arabic is added advantage to have
Must be physically fit, able to work under severe weather conditions, able to climb towers, ladders and staircases

to elevated work platforms to monitor/repair process equipment

| | el e i
Crescent Detroleum

Competencies/Knowledge, Skills and Abilities

Core Competencies

Behavioral Competencies

Functional Competencies

e Critical Thinking — using logic
and reasoning to identify the
strengths and weaknesses of
alternative solutions,
conclusions or approaches to
problems
Complex

Problem Solving —

and reviewing related
information to develop and
evaluate options and
implement solutions

Organizing,

specific goals and plans to
prioritize, organize, and
accomplish your work

Good communication skills in
English and Kurdish
Commitment to
learning

continuous

identifying complex problems

Planning, and
Prioritizing Work — developing

e Dependability — job requires being
reliable, responsible, and
dependable, and fulfilling
obligations

e Attention to Detail — job requires

being careful about detail and

thorough in completing work tasks

Stress tolerance — job requires

accepting criticism and dealing

calmly and effectively with high
stress situations

Persistence — job requires

persistence in the face of obstacles

Achievement/Effort — job requires

establishing and maintaining

personally challenging achievement
goals and exerting effort toward
mastering tasks

Innovation — Job requires creativity

and alternative thinking to develop

new ideas for and answers to work-
related problems

Leadership — job requires

willingness to lead, taking charge

and offering opinions and direction.

Very good team player

Ability to demonstrate honesty and

confidentiality

Excellent telecommunications —
knowledge of transmission,
broadcasting, switching, control,
and operation of
telecommunications systems
Experience in troubleshooting &
determining causes of errors and
deciding what to do about it
Excellent knowledge in
Networking & Servers

Exposure to CCTV/Radio/Fiber
optic communications

Good knowledge in business
Applications/Databases & Plant
software

Good knowledge on SCADA/DCS
will be an added advantage
Experience in network security,
firewall, and access rights
management

Successfully enforce IT policies on
all computer and internet users
equally

OR

1- Erbil, Gulan Park Tower, Floor 5%,
2- Sulaymaniyah, Qaiwan Tower, Floor 16,

Please submit your application or CV to our office addresses as
below, no later than 20 February 2020:

Email to us at: jobs_cpdg@crescent.ae (Kindly mention in the
Subject of your E-mail the Job title and Job reference which is
IT/Network Engineer, Ref: NE/IT/Feb/20)
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